Spears World Travel Service, Inc.


Security Policy – SPEARS TRAVEL
Information security 

Spears Travel takes appropriate security measures to protect against unauthorized access to, or unauthorized alteration, disclosure, or destruction, of data. These include internal reviews of our data collection, storage and processing practices and security measures, as well as physical security measures to guard against unauthorized access to systems where we store personal data. 

We restrict access to personal information to Spears Travel employees, contractors and agents who need to know that information in order to operate, develop or improve our services. These individuals are bound by confidentiality obligations and may be subject to discipline, including termination and criminal prosecution, if they fail to meet these obligations. 

Virtual Private Network (VPN) Policy 

Spears Travel uses VPN networking that is secure and accessible only to Spears Travel employees.    

Password Policy 

1.0 Overview 

Passwords are an important aspect of computer security. They are the front line of protection for user accounts and computers. 

2.0 Purpose 

The purpose of this policy is to establish a standard for creation of strong passwords, the protection of those passwords, and the frequency of change.

3.0 Scope  

The scope of this policy includes all personnel who have or are responsible for an account (or any form of access that supports or requires a password) on any system that resides at any Spears Travel facility.

4.0 Policy  

· All system-level passwords (e.g., root, enable, NT admin, application administration accounts, etc.) must be changed on at least a quarterly basis.

· All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at least every six months. 

Server Security Policy 

1.0 Purpose  

The purpose of this policy is to establish standards for the base configuration of internal server equipment that is owned and/or operated by Spears Travel.  Effective implementation of this policy will minimize unauthorized access to Spears Travel’s proprietary information and technology.  

2.0 Scope 

This policy applies to server equipment owned and/or operated by Spears Travel

3.0 Policy 

· Servers should be physically located in an access-controlled environment.  

· Servers are specifically prohibited from operating from uncontrolled cubicle areas. 

· Servers will be locked at all times 

3.3 Monitoring 

All security-related events on critical or sensitive systems must be logged and audit trails saved as follows:  

· All security related logs should be kept online for a minimum of 12 months.  

 Data Storage 

1.0 Overview 

Storage of Data is very important to Spears Travel and must be contained in a secure environment.

2.0 Purpose 

The purpose of this policy is to establish a standard for secure storage of all data collected from customers and vendors. 

3.0 Scope  

The scope of this policy includes all personnel who have or are responsible for an account (or any form of access that supports or requires access) on any system that resides at any Spears Travel facility.

4.0 Policy  

All data that is collected from the customer is stored in one of three locations:

· Sabre – Any data entered into the Sabre system is stored directly in the Sabre system housed in Tulsa, OK.  Sabre has the responsibility of securing this data.  Access to the Sabre system is strictly password controlled. 

· Travel Leaders Q3 – All customer data entered into Q3 is stored directly at Travel Leaders Headquarters in Minneapolis, MN.  Travel Leaders has the responsibility of securing this data.  Access to the Q3 system is strictly password controlled. 

· Trams Back Office System - All customer data entered into Trams is stored directly at Spears headquarters office in Bartlesville, OK.  Spears has the responsibility of securing this data.  Access to the Trams system is strictly password controlled and backed up on a regular basis. 
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